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1
Decision/action requested

This contribution proposes requirement on authorization of IAB Node, to be captured in TR 33.824
2
Rationale
This contribution proposes requirement on authorization of IAB Node, in order to mitigate the unauthorised IAB Node with valid subscription credentials getting unauthorised access to obtain/provide IAB service.  The existing key issue #2.1, is updated to include the authorization aspects along with authentication aspects. 

Request SA3 to capture the proposed requirement in the TR 33.824 for further consideration. 
3
Detailed pCR proposal
*********************Start of Changes***************************
5.2.1
Key Issue #2.1: Authentication and authorization for an IAB node acting as a MT 
5.2.1.1
Key issue details

An IAB-node connects to an IAB donor at startup in a 3GPP network supporting the IAB architecture. 

At startup the IAB-node acts as an MT. The MT part of the IAB-node acts as a UE towards the IAB donor. 

The network provides configuration to the IAB-nodes, for L2 transport and resource management like:

-
the setup and release of IAB-nodes; configuration of adaptation layer at the IAB-nodes and IAB-donor DU; configuration of BH RLC channels, QoS information, routing tables, bearer-mappings; configuration of means for network synchronization; and configuration for sharing of time-domain resources among backhaul and access links (see physical layer specification). 

-
IP address allocation for the IAB-nodes. 
-
QoS flow configuration across multiple hops. 

The IAB-node acting as MT needs to be authenticated by the 3GPP network and the IAB-node needs to authenticate the 3GPP network. Further, the network needs to authorize the IAB node to provide service.
5.2.1.2
Security threats

If the IAB-node acting as a MT is not authenticated by the 3GPP network, then a false IAB-node is able to connect to the 3GPP network via an IAB-donor.

If the IAB-node acting as a MT does not authenticate the 3GPP network, then the IAB-node may connect to a false IAB-donor or a false 5G core network.

The unauthorised IAB Node with valid subscription credentials, may get access to obtain/provide IAB service. 

5.2.1.3
Potential security requirements

Mutual authentication of the IAB node acting as a MT and the 3GPP core network supporting IAB architecture shall be supported.

The 5GC/EPC shall authorize the IAB Node to provide IAB functionalities.
**********************End of Changes***************************
